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CrienpanpHO pa3zpaboTaHHas BCTPOSHHAs OTIepallOHHas cucTeMa
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CONEPXAHUE

13.3. Berpoennas cuctema Linux
XapakTepuCTHKN BCTPOSHHON cHcTeMBI Linux
daiinoBrle cucTeMbl BCTpoeHHOTO Linux
[TpenmymiecTBa BCTpOCHHBIX cucTeM Linux
pClinux
Android
13.4. TinyOS
BecnpoBogHble ceTH 1aTUNKOB
Llemn TinyOS
Komnonents TinyOS
[Tnanmnposmuk B TinyOS
[Mpumep koHUTYpaH
Hurepdeiic pecypcos TinyOS
13.5. KnrodueBble TEpMUHBI, KOHTPOJIBHBIE BOIIPOCHI U 3a7a4X
KitoueBsie TepMUHBL
KoHTponbeHbIe BOIIPOCEH
3amaun

naBa

14.1.
14.2.

14.3.

14.4.
14.5.
14.6.
14.7.
14.8.
14.9.
14.10.

14.11.
14.12.

14. BupTyanbHble MaLUUHbI

KoHuenmmm BUpTyanbHBIX MalluH

l'unepBuzopel

Hasnauenue runepsuzopos

[MapaBupTyanuzarus

AmnmnapaTHo noajep)XxuBaeMast BUpTyalu3amnus
BupryansHoe ycTpoiicTBO

KonrelinepHas BupTyanu3auus

['pymms! ynpasneHus sapom

Konnenuuu koHTeiHEpPOB

®ailioBas cucreMa KOHTeHHEpa

Muxpocityx0bt

Docker

Bompocs! BupTyanuzanuy Ha ypoBHE IPOLIECCOPOB
YipapieHne naMsaTho

‘YnpasneHne BBOJOM-BBIBOJIOM

VMware ESXi

BapuanTsr Hyper-V u Xen ot xoprioparun Microsoft
Java VM

ApxurekTypa BUpTyaJibHOM MamHbl Linux VServer
Apxurekrypa

[TmarMpoBaHne Mpoueccon

Pesrome

KiroueBbie TepMUHBI, KOHTPOJIBHBIE BOTIPOCHI M 33/1a9H
KiroueBbie TepMuHBI

KoHnTposbHbIE BOIPOCH

3amaun
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Fnasa 15. be3onacHOCTb ONEepaUuOHHbIX CUCTEM

15.1. 3m0yMBINUTEHHUKH | 37I0BPETHBIE TIPOTPAMMBI
Yrpo3bl CUCTEMHOTO TOCTYyIIa
Kontpmepst

15.2. TlepenonHenue Oydepa
Ataku Tuma nepenoigHeHus Oydepa
3amuTa BpeMEHH KOMITHIISILIAN
3amuTa BpeMEHH BBITIOIIHEHUS

15.3. YnpaeneHue 1ocTynom
VYmpaieHne T0CTynoM K (aiiioBoii ciucreme
Crparernu ynpasieHuUs JOCTYIIOM

15.4. Yopasnernune nocrymom B UNIX
TpanumoHHOE yIipaBieHrne TOCTynoM K ¢aiimam B UNIX
Crmcku ympasienus goctynom B UNIX

15.5. Yeunenue 3aiuThl ONEPALUOHHBIX CUCTEM
YcTaHOBKA ONIEpAlIMOHHON CHCTEMBI X IPUMEHEHHE OOHOBIICHHH
Ynanenne HeHyKHBIX CITyXO0, IPUIOKEHHH 1 IPOTOKOIOB
Kondurypuposanue nonp3osareiei, IpyI u ayTeHTH(GUKAINN
KondurypupoBanue cpecTB yrpaBieHus pecypcamMmu
‘YcraHOBKa JOMOJHUTENBHBIX CPEIICTB YIIPABICHUS 3aIUTON
TecTupoBaHNE 3aIUTHI CHCTEMBI

15.6. Tlonnepsxanue 6e30MacCHOCTH
[IporokonupoBanue
PesepBHOE KOonMpoOBaHUE U APXUBUPOBAHUE JAHHBIX

15.7. bezomacaocts Windows
Cxema ynpaBiIeHHs JOCTYIIOM
TokeH nocTymna
Jeckpurropsl 6€30macHOCTH

15.8. Pe3rome

15.9. KnroueBble TEpMUHBL, KOHTPOJIbHBIE BOIPOCHL U 33Ja4u
KitroueBbie TEpMUHBL
KontposnbsHbie BOpOoChl
3amaun

FnaBa 16. O6nayHblie onepaLuoHHbIe CUCTEMbI U ONepaLMOHHbIe
cuctembl UHTepHeTa Bellein

16.1. O0nauHbIC BRIYUCICHUS
DJIeMeHTHI 00JIaYHBIX BRIYUCICHUN
Monenu npeocTaBlIeHHs YCIIyT 00NIauHbIX BBIYUCICHUHN
Monenu pa3BepThIBaHHUS OONIaKa
OTaJlOHHAast apXUTEKTypa 00JIaYHBIX BEIYMCICHUH

16.2. O6nauHble OnepaoHHbIE CUCTEMBI
Wudpactpykrypa Kak ciayxoa
TpeGoBanus Kk 001a4HOI ONEPAIIMOHHON CHCTEME
OO01mas apXUTEKTypa 00JIaYHOMN ONePAIIMOHHON CHCTEMBI
OpenStack
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16.3. ntepHeT Beuen
Bemu B UnTepuere Bemieit
Opomonus
Komnonents! loT-ycTpoiicTts
WurtepHeT Bemiel B KOHTEKCTe o0aka
I'panuibt
TyMmaHHBIE BBIYHCICHUS
Bbasosas cets
Obnaunas ceth
16.4. OnepannoHHsle cucTeMsl A IHTepHEeTa Bemen
YerpolicTBa ¢ OrpaHMYEHHBIMH PECYpCaMu
TpeOoBaHus K ONMEpaIOHHBIM CHCTEMaM Ii1sl MIHTepHeTa BemeH
ApXUTeKTypa onepaoHHON cucTeMsl A HTepHeTa Bemen
OnepaunonHnas cucrema RIOT
16.5. KnroueBble TEpMUHBI 1 KOHTPOJIBHBIE BOIIPOCHI
KitoueBsie TepMUHBL
KoHTponbeHbIe BOIIPOCEH

FnaBa 17. CeTeBble NPOTOKObI

17.1. TloTpeOHOCTD B apXHUTEKTYPE MPOTOKOIOB
17.2. Apxutekrypa nportokonos TCP/IP
Yposuu nporoxonoB TCP/IP
IIporoxonsr TCP u UDP
IIporokomnsl IP u IPv6
Ipuanmn neiictBus nporokonos TCP/IP
[Tpunoxenus nporoxona TCP/IP
17.3. CokeTsl
Coxker
Be13oBel nHTEpdeiica Socket
17.4. Opranusanus ceteii B Linux
Iepenaya naHHBIX
IIpuem nanHbIx
17.5. Pe3rome
17.6. KimroueBble TEpMUHBL, KOHTPOJIbHBIE BOIPOCHL U 33JJa4u
KitroueBbie TepMUHBI
KoHTposbHBIE BOIPOCH
3amaun
[punoxenue 17.A. [IpocToit mpoTokon nepenadn (haiios
Beenenue B npotokon TFTP
ITaketst TFTP
Kparkwuii 0030p nepenadn TaHHBIX
OwmunoKy 1 3aAEPKKI
CuHTaKCcHC, CEMaHTHKA M CHHXPOHU3ALNS
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Fnaea 18. PacnpepeneHHas 06paboTka, BbluMCNEHMS “KnneHT/cepeep” U knactepsl

18.1. Brruncienus “xnueHT/cepep”
Uro Takoe BEIUHCICHUS “KIHEHT/cepBep”
[punoxxenus “kiueHt/cepsep”
ITpomexyToduHOE TPpOrpaMMHOE 0OecTIieueHNe
18.2. PactipeneneHHbIi 0OMEH COOOMCHUAMUA
Hane)xxHoCTh M HEHAZIS)KHOCTD
BnoknpoBka 1 HEOJIOKHUPYIOIIEE BHIIOITHEHNE
18.3. BbI30B ynajneHHbIX pOLEayp
[lepenaua napamMeTpos
[IpencraBnenue napameTpoB
[TpuBs3ka k apxXUTEKType “KIUeHT/cepBep’’
CHHXPOHHOCTbh U aCHHXPOHHOCTh
OOBEKTHO-OPHEHTHPOBAHHBIE MEXaHU3MBI
18.4. Knmactepst
Kongwuryparmn kimactepon
Bomnpoce! npoeKkTHpOBaHMS ONEPAMOHHBIX CHCTEM
ApXHUTEKTypa KIIaCTePHBIX BBIYACIUTEIBHBIX CHCTEM
Kracteps! B cpaBHEHNH ¢ CHMMETPUYHON MHOTOIIPOIIECCOPHOM 00paboTKoH
18.5. Knmactepssrii cepsep Windows
18.6. Kimactepst Beowulf u Linux
OyHKIHOHANBHEIE cpencTBa Beowulf
ITporpammuoe obecnieuerne Beowulf
18.7. Pe3rome
18.8. KiroueBble TEpMUHBL, KOHTPOJIbHBIE BOIPOCHL U 33Ja4u
KitroueBbie TEpMUHBL
KontposnbsHbie BOpOoChl
3amaun

Mnaea 19. YnpaBneHue pacnpeaeneHHbiMy npoueccamu

19.1. Tlepenoc mporeccos
[ToGyauTenbHbIE TPUYUHEI
MexaHH3MBI IEPEHOCA MPOLIECCOB
CornacoBaHus EpeHOCA IPOLIECCOB
Beicenenue
BeITecHsrone mepeHoCk B CPAaBHEHUHN C HEBBITECHSFOIMHU
19.2. PactipeneneHHbIe T100aTBHBIE COCTOSHUS
I'moGanbHbBIE COCTOSIHUS U pacTIpeaeIeHHbIE MOMEHTAIbHBIE CHUMKH
ANTOpUTM pacnpeieIeHHBIX MOMEHTAIBHBIX CHUMKOB
19.3. PactipeneneHHOE B3aMHOE HCKITIOUCHHE
[IprHIMIIBL pacTIpeAEIeHHOTO B3aNMHOTO HCKITIOUEHHS
YropsimodeHre COOBITHIA B paclpeeICHHON cucTeMe
Pacnpenenennas ouepenp
Merton nepenaun 3cTaders
19.4. PactipenenenHast B3aMMOOJIOKHPOBKa
B3anmo0610KHpOBKa IPH PACIPENIECNICHNN PECYPCOB
B3anmo610krpoBKa Ipu 0OMeHe COOOIIEHISIMH
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19.5.
19.6.

CONEPXAHUE

Pesrome

KittoueBbie TepMHUHBL, KOHTPOJIBHBIC BOMIPOCHI U 3a]1a4l
KitroueBbie TepMUHEL

KoHTponsHBIC BOIIPOCH

3agaun

naea 20. 0630p BEPOSATHOCTU U CTOXACTUYECKUX NPOLLECCOB

20.1.

20.2.

20.3.

20.4.

OCHOBBI TEOPUU BEPOSITHOCTU
Ornpenienenust BEpOITHOCTH

YcrmoBHAsI BEpOSITHOCTD M HE3aBHCUMOCTh
Teopema baiteca

CrnyuaiiHble IEpEMEHHBIE

OYHKINHU paclpeieIeHUs U TUIOTHOCTH
Baxknble BUABI pacipeneneHuit
MHOXeCTBO CITy9allHBIX ITEPEMEHHBIX
DreMeHTapHbIC TIOHATHS CTOXaCTHIECKUX IPOIIECCOB
CrarucTHKa IepBOTo U BTOPOTO MOPSIKA
CramuoHapHBIe CTOXaCTUYECKHE TPOIIEeCCHI
CrekrpasnbHas INIOTHOCTh

He3aBucumble npupamieHus
OproauyHoCTb

3amaun

Fnaea 21. AHanu3 ouepepeti

21.1.
21.2.
21.3.

21.4.
21.5.
21.6.

21.7.
21.8.

21.9.

[Ipocroii npumep noBeaeHus ouepencit

Hens ananuza ouepeneit

Mogenu ouepeneit

OnHOKaHATBHAS CHCTEMa MacCOBOTO OOCITYKUBAHHUS
MHorokaHansHas CHCTEMa MacCOBOTO OOCTYKHBaHUS
OCHOBHBIC COOTHOIIICHHS U3 TEOPUU MACCOBOTO OOCITY)KHBAHHUS
[IpennonoxeHust

OmHOKaHATBHBIE CHCTEMBI MACCOBOTO OOCITY>KUBAHHUS
MHOTOKaHaITBHBIE CHCTEMBI MACCOBOTO OOCITY>KUBaHHS
[Ipumepst

Cepsep 6a3bl TaHHBIX

Brruucnenue npoueHTHiIEH

CHIBHO CBSI3aHHBINA MYITBTHIIPOIIECCOP

3amaga MOCTPOCHUST MHOTOKAHAIBHOM CHCTEMBI MACCOBOTO OOCITYKIUBAHUS
Ouepenu ¢ pUOPUTETAMHI

Cetu ouepeneit

Paznenenne n oObennHCHNE IOTOKOB Tpaduka
[MocnenoBarensHBIC OYEpEIH

Teopema JIxekcoHa

[Mpumenenne Teopemsl JPKEKCOHA B CETH ¢ KOMMYTAaINEH MakeToB
Jpyrue Momenu CHCTEM MacCOBOTO OOCITYKUBAHHUS
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21.10. Onenka napaMeTpoB MOJENU
Bribopka
OmnOku BEIOOPKH

21.11. 3agaun

Mpunoxexue A. Bonpocel napannenbHocTu

A.1. CocrostHus ToHKH U ceMadopsl
ITocraHoBka 3ana4un
[lepBas momsITKa
Bropas nonbsITKa
TpeTsst morsITKa
YeTBepras MoIbITKA
[IpaBuiibHOE pemenue
A.2. 3ama4a 0 mapuKMaxepcKoi
HenonHoe pemenune 3a1a4n o mapukMaxepckon
[onHOoE perieHue 3a1a4K 0 NAPUKMAXEPCKOH
A.3. 3amaun

Mpunoxenue b. MpoekTbl B 06/1aCTV NPOrpaMMUPOBAHUS M ONEPALNOHHBIX CUCTEM

B1. [IporpammHsIii mpoekT 1 — pa3paboTka 000I0IKH
TpeboBaHus K MPOEKTY
IMpencraBnenue mpoexra
Tpebyemast TOKyMeHTaIus
B2. Ilporpammuelii mpoekTt 2 — nucnetuep npoueccoB HOST
Jlucnerdep mpoLeccoB ¢ YETHIPEXYPOBHEBBIM IPHOPUTETOM
OrpaHuueHHs pECypCcoB
Brinenenne namstu
[Ipoueccor
CIHCcoK IucTieTdepr3anum
TpeboBaHus K MPOEKTY
[MpakTHyeckne pe3ynbTaThl
[MpencraBnenue mpoexra

MpunoxeHue B. lononHuTenbHble BONPOCHI NapanienbHOCTU

B.1. Peructpsl npoueccopa
Peructpsl, JOCTyIHBIE TOJIH30BATEITIO
YHpaBisiomue perucTpsl U PErHCTPBI COCTOSTHUS
B.2. BeimmonHnenne koMaH 1 (yHKITH BBOIA-BRIBOIA
B.3. TexHonoruu BBOIa-BLIBOIA
IIporpammupyemMsblil BBOA-BBIBOJ
BBon-BEIBOI, yNIPaBIsIeMBIil TPEPHIBAHISIMU
IIpsimoil tocTyn K namMsiTu
B.4. Bonpocs! anmapaTHO# MTPOU3BOJUTEIHHOCTH B MHOTOSIIEPHBIX CHCTEMaX
YBenuUyeHne CTENCHN Mapauiein3Ma
OHepronoTrpebieHne
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MpunoxeHue I 06bEKTHO-OpPUEHTUPOBAHHOE NPOEKTUPOBAHME

I.1. MotuBauus
I2. OOBEKTHO-OpUEHTHPOBAHHEIC KOHIICIIIHN
CtpykTypa 00BEKTOB
Knaccsl 06bekTOB
Bxurouenue
I'3. IIpeumymiecTBa 00bEKTHO-OPHEHTHPOBAHHOTO TTOAX0a
I4. CORBA
I'5. JononHuTenbHbIE MaTepUaIbL

Mpunoxenue [I. 3akoH Ampana
MpunoxeHue E. Xew-tabaunubi
Mpunoxexue X. Bpems oTknuka

Npunoxenue 3. KoHuenuuu Teopum MaccoBoro 06enyXmeaHus

3.1. 3aueM Hy>kKHA TEOPHS MaCCOBOTO OOCTYKUBAHUS
3.2. O4epenp B cirydae OIHOTO cepBepa

3.3. MHorokaHajbHast ouepenb

3.4. IlyaccoHOBa CKOPOCTb MOCTYTIICHHS

MpunoxeHue U. CNOXHOCTb aNrOpMTMOB

Mpunoxenue K. AuckoBbie yCTPONCTBA XpaHEHUS

K.1. MaruuTHbIE TUCKH
Opranuzanus JaHHBIX U (OpMaTHpOBaHUE
Du3HNUECKUEC XapaKTePUCTHKH
K.2. Ontrueckas maMsaTh
CD-ROM
CD ¢ BO3MOXXHOCTBIO 3aITHCH
CD-R ¢ BO3MOXHOCTBIO ITEepe3anucu
DVD
OHTI/I‘ICCKI/IG JUCKHU BLICOKOﬁ YECTKOCTHU

Mpunoxexue J1. Kpuntorpagpuyeckme anroputmbl

JI.1. CummetpruHoe mudpoBanue
DES
AES
J1.2. llludpoBaHKe C OTKPHITHIM KIFOUOM
AnroputMm Pusecra—Illamupa—Annemana (RSA)
JI.3. Ayrentudukanus cooOIeHni 1 Xem-QyHKIH
AyTteHTH(UKaLUS C UCIIOIb30BaHUEM CUMMETPUYHOTO MIK(ppOBaHUs
Aytentudukanus 6e3 mudpoBaHus
Kon ayrentudukaimm coodmeHus
@OyHKIMS OTHOCTOPOHHETO XEITUPOBAHUS
JI1.4. Be3onacHble xenI-QyHKIUU
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Mpunoxenue M. BeegeHue B nporpaMMmpoBaHue COKETOB

M.1. CokeTsl, IECKPHUIITOPHI, IIOPTH M COSTUHEHNUS
M.2. Mogens “kmueHt/cepsep”’
3amycK mporpaMmsl ¢ UCIIOIb30BAaHUEM COKETOB Ha KOMITBIOTEPE MO YIIPABICHUEM
Windows, He OIKIIOYEHHOM K CETH
3amycK mporpaMmsl ¢ UCIIOIb30BAaHUEM COKETOB Ha KOMITBIOTEPE MOA YIIPABICHUEM
Windows, OAKIIIOYEHHOM K CETH, KOTa M CEpBep, U KINCHT HaXOAATCS
Ha OJHOM MAaIlluHE
M.3. Pabora ¢ coketamu
Co3maHne cokeTa
Anpec cokera
[TpuBsi3Ka K JIOKaJIbHOMY MOPTY
[IpencraBieHne NaHHBIX U MOPSIOK OAWTOB
ITogxnroueHue cokera
Oyukius gethostbyname ()
[IpocaymrBanue BXOIAUIMX COENMHEHUI
[Tpuem coenuHEHHS OT KJIIMEHTA
OTnpaBka 1 MOTYYCHHE COOOIIEHIS Yepe3 COKET
3aKpeITHE COKEeTa
Coobmenne 00 ommbkax
[Tpumep kmuentckoit mporpammsl TCP/IP (nHUIMAINS COSTMHEHNS)
ITpumep cepreproii mporpammel TCP/IP (maccuBHOE 0XUIAaHNE COCTITHEHUS)
M.4. CokeTsl IOTOKOB U JieiiTarpamMmm
[Tpumep kuenTckoit mporpammsl UDP (MHATIMALINS COCAMHEHIS)
[Tpumep cepBeproit mporpammsel UDP (maccuBHOE OXKUAAHNE COSTMHEHNS)
M.5. YnpasneHnue nporpaMmMoi BpEMEHH BBITOJTHEHUS
Hebnoxupytoue BEI30BBI COKETOB
ACHWHXPOHHBIN BBOZI-BBIBOJ (BBOI-BBIBOI, YIIPABIISIEMBIN CHTHAJIOM)
M.6. YnaneHHOe BEIIOHEHHE KOHCOIBHOTO TpriiokeHmst Windows
JIokanbHBIN KO
VYnajeHHBIN KO

Mpunoxenue H. MexxayHapogHblii cnpaBoYHblii andasuT

Mpunoxexue 0. MapannenbHas cuctema nporpammupoBaHua BACI

O.1. Brenenue
0.2. BACI
0O0630p cuCTEMBI
[Tapannensusie koHCTpyKIMK BACI
Kak momyunts BACI
0.3. IIpumeps! nporpamm BACI
0.4. ITpoextst BACI
Peanu3zanust npUMUTHBOB CHHXPOHH3ALIUH
Cemadopsl, MOHUTOPBI U UX pealn3aluu
0.5. YcoBepmenctBoBanust cucteMbl BACI

23

1143

1145
1146

1146

1148
1148
1148
1148
1149
1150
1151
1152
1154
1154
1155
1156
1157
1158
1159
1161
1162
1164
1165
1165
1166
1169
1169
1172

1175

1179

1180
1180
1180
1181
1183
1183
1188
1188
1188
1190



24 CONEPXAHUE

Mpunoxenue M. Ynpasnenue npouesypamu

I1.1. Peanu3anus creka
I1.2. BbI30B npoueaypsl ¥ BO3BpAT U3 HEE
I1.3. PeenTepabenpHbIC MTPOIETyPHI

Mpunoxexue P. eCos

P.1. HactpanBaeMocTh
P.2. Kommonentsr eCos
YpoBeHB anmapaTHEIX a0CTPaKIHiA
Anpo eCos
CucrteMa BBOJa-BhIBOJIA
Cranpaptaeie 6ubmmuorexu C
P.3. TInmaruposmmmk eCos
[T1aHNpOBIIMK OMTOBOH KapTHI
[InaHupoBIIMK MHOIOYpPOBHEBOM O4Yepean
P.4. Cuaxponmsanus notokoB eCos
MbI0oTEeKCHI
Cemacgopsr
VYcii0BHBIE TEPEMEHHBIE
®naru coObITHI
ITouTOBEIE SIIUKNA
Hukmaeckne OIOKUPOBKU

Fnoccapwi
CokpauieHus
Cnucok nuteparypbl

MpepameTHbIN yKasaTenb
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